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Defending the Cognition Loop

Navigating Agent Goal Hijack and Architectural
Security in 2026

Executive Summary: The Autonomy Paradox

As of 2026, the enterprise landscape has undergone a fundamental shift from
conversational "copilots" to autonomous agentic Al capable of independent
planning and tool execution. This transition introduces the Autonomy Paradox:
while delegating autonomy increases efficiency, it broadens the "cognitive attack
surface".

By early 2026, autonomous agents outnumber human employees by a ratio of
82:1. This scale has elevated Agent Goal Hijack (ASI01) to a primary threat, where
attackers manipulate an agent's reasoning loop to redirect its intent.

The Threat: Agent Goal Hijack (ASIO1)

Agent Goal Hijack stems from Instruction-Data Confusion. Because underlying
models cannot definitively distinguish between "code" (system instructions) and
"data" (retrieved content), any processed email or document is treated as
potentially instructional.

The Lethal Trifecta

A hijack becomes critical when an agent possesses three characteristics:

1. Access to sensitive/private data.
2. Exposure to untrusted external tokens (e.g., emails, web pages).
3. Exfiltration vectors (the ability to make external API calls).

High-Profile Exploits (2025-2026)

e EchoLeak (Microsoft 365): A zero-click attack where a poisoned email
triggers a RAG system to search SharePoint for sensitive data, exfiltrating it
via image URL requests.

e GeminiJack (Google Workspace): Malicious instructions in shared Google
Docs or Calendar invites harvest data from Gmail and Docs.
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Defensive Architectures: Security by Design

Traditional heuristic filters are insufficient due to the probabilistic nature of LLMs.
In 2026, the industry has pivoted toward structural isolation.

The Dual LLM Pattern

This is the gold standard for preventing instruction-data confusion.

e Privileged LLM (P-LLM): Acts as the orchestrator with access to sensitive
tools but is never exposed to untrusted external data.

e Quarantined LLM (Q-LLM): A sandboxed model with no tool access that
processes untrusted content and returns only sanitized summaries to the
P-LLM.

Real-Time Guardrails

e Trajectory Guard: A sequence-aware model that analyzes an agent’s
multi-step actions to detect "trace signatures" that deviate from the baseline
(e.g., a service agent suddenly accessing a payment gateway).

e User Alignment Critic: A separate high-trust model that vets proposed
actions to ensure they serve the user's original goal and haven't been
poisoned.

Implementation: The Five Persona Framework

To implement these best practices, organizations can utilize five distinct agent
personas to maintain a secure and functional "agentic workforce."

Agent Persona Role in Defensive Application of Best
Architecture Practice
Pulse Hard-coded Guardrail Acts as an

Action-Selector, serving
as a "switch" between
hard-coded tool calls to
eliminate prompt
injection risks.

Pulse+ Internal Auditor Monitors state changes
and internal models to
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detect Memory &
Context Poisoning
(ASI06) before drift
occurs.

Pathway

Immutable Planner

Executes
Plan-Then-Execute
logic; it creates a fixed
plan before retrieving
external data,
preventing new data
from altering the control
flow.

Horizon

Utility & Risk Evaluator

Calculates the "utility"
of actions based on
safety and cost, serving
as a User Alignment
Critic to vet high-stakes
decisions.

Synergy

Continuous Red Teamer

A learning agent that
analyzes past
performance and
"Experience" to identify
new injection vectors,
closing the "readiness

gapII.

Implementation Plan: Dual LLM Defense for
Agentic Infrastructure

To secure the "reasoning loop" against Agent Goal Hijack (ASI01), this
implementation utilizes the Dual LLM pattern. By leveraging the Five Persona
Framework, we can architect a system that separates privileged orchestration
from untrusted data processing, effectively neutralizing the "Lethal Trifecta" of
access, exposure, and exfiltration.
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Phase 1: Structural Isolation (The P-LLM and Q-LLM)

The core of this defense is splitting cognition into two distinct roles with a strictly
enforced boundary.

1. The Privileged Orchestrator (Pulse+ Persona)

The Pulse+ agent serves as the Privileged LLM (P-LLM).

e Role: Acts as the primary planner and orchestrator with access to sensitive
tools (e.g., database writes, email dispatch).

e Best Practice: It is never exposed to raw, untrusted data from the external
world.

e Infrastructure: Uses its internal model to predict the effects of actions,
ensuring it remains within the user's intended operational baseline.

2. The Quarantined Processor (Pulse Persona)

The Pulse agent acts as the Quarantined LLM (Q-LLM).
Role: Processes untrusted content such as emails, PDFs, or web pages.
Best Practice: It is entirely sandboxed, has no tool access, and cannot
communicate externally.

e Infrastructure: Operates on hardcoded condition-action rules to return only
structured, sanitized summaries to the P-LLM.

Phase 2: Secure Planning and Execution
To prevent Indirect Prompt Injection (IPI) from altering the control flow, we
implement immutable planning.
3. Immutable Execution (Pathway Persona)
A Pathway agent is deployed to manage the Plan-Then-Execute pattern.
e Workflow: Before retrieving any external data, the agent creates a fixed,
immutable plan.

e Benefit: This prevents execution-phase data (retrieved by the Q-LLM) from
hijacking the P-LLM's logic or decision-making process.

4. The Action-Selector Guardrail
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For high-stakes tools, the system implements the Action-Selector pattern.

e Mechanism: The LLM acts as a simple "switch" between hard-coded tool
calls.

e Benefit: This makes the system immune to prompt injection at the point of
action, as there is no feedback loop from the tools themselves.

Phase 3: Runtime Monitoring and Feedback

Continuous oversight ensures that any "trace signature" deviating from the
baseline is immediately vetoed.

5. Real-Time Alignment (Horizon Persona)

The Horizon agent functions as the User Alignment Critic.

e Role: Evaluates multiple possible actions and assigns a utility value based
on safety, cost, and task alignment.

e Information Isolation: It sees only metadata about proposed actions,
ensuring it cannot be poisoned by the same untrusted content that might
have targeted the planner.

6. Continuous Red Teaming (Synergy Persona)
The Synergy agent acts as a learning auditor for the entire architecture.
e Role: Analyzes past "Experience" to identify areas for improvement in the
defensive loop.
e Capability: It uses a "Problem Generator" to simulate new injection vectors,

closing the "readiness gap" by updating the P-LLM and Q-LLM logic based
on identified vulnerabilities.

Summary of Implementation Roles

Component Agent Security Function
Persona
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P-LLM Pulse+ Trusted orchestration and sensitive tool
access.

Q-LLM Pulse Sandboxed data sanitization; no tool
access.

Planner Pathway Immutable planning to prevent logic
hijacking.

Critic Horizon Utility-based safety evaluation and
metadata vetting.

Auditor Synergy Continuous learning and red-teaming of the
defense.

Conclusion: Autonomy is a Privilege

The security of an agentic system is no longer about "fixing" the model, but about
governing the delegation chain. Organizations must transition to task-scoped
permissions and short-lived session tokens to treat agents as managed
Non-Human Identities (NHIs).
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